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Disclaimer

* While the points discussed in this presentation can
help prevent a cyber attack, there is no such thing as
100% secure.

e Education is your best defence.
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Today ...

* .. You are going to walk away with:

T
T
T

ne latest threats and how to watch out for them.
ne tools to make you cyber street smart.

ne keys to a good data security plan.
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Data IS The New Currency!

e “But why would anyone want MY data?”

* No matter how trivial you feel your data is, there is
someone who can make money off of it.

* They’re willing to break into your network to get it.
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Recent Events

e July 2015 — US Office of Personnel Management
e |dentities of 4 million US government employees stolen.

e Data including social security numbers, financial data and
security clearances among data stolen.

* In possession of every aspect of employee’s life.
* Went unnoticed for over a year.
e Why? Most likely for financial gain.
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Recent Events

e February 2016 — DHS & FBI

e |dentities of 20,000 FBI employees are published online.

e Names, private email, job descriptions amongst data
stolen.

* Used hacked email account of employee and “social
engineering” to gain access to 3 internal FBI & DHS
servers.

e Why? No reason given.
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Recent Events

e 2015 — US Internal Revenue Service
e Tax returns of 2.5 million tax payers stolen.

e Used to generate e-file pins to file tax returns.

* Results in S50 million in false claims paid out.
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Recent Events

¢ 2012 — LinkedIn
e 117 million users data stolen.
* Recently information put up for sale online for $2,200.
e Passwords have been decrypted and available to anyone.
e Change your passwords immediately!

2014 — Yahoo
* 400 million accounts stolen.
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Recent Events

e February 2016 — Hospital in Hollywood California
e All servers are hit with ransomware attack.
 Unable to access patient data.
* Forced to pay out $17,000 ransom to get access back.
* Hospitals all over the world are hit as well.

* Many more stories!!!!
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What Does It Cost?

* The average cyber security incident costs S7m to recover fro
* S5m for breaches of under 50k pieces of data.
e S13m for breaches over 50k pieces of data.

e Only 5% of small businesses have purchased a cyber security
insurance policy.

e http://www.smartbrief.com/s/2016/11/study-average-data-breach-costs-7m-0
e http://www.propertycasualty360.com/2016/11/04/4-tips-to-sell-more-cyber-liability-policies-to-sm?slreturn=1479494041
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Who Am |7

* An engineer who has built software in security,
aerospace and defence.

* Now | run my own app development & data security
consulting firm.

e Someone who says “enough is enough”!
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Your Best Defence....

e ... ls Education! ....
*...And a good plan!

e Learn your cyber street smarts no differently than real
life street smarts!
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Latest Threats

e Password Reuse

e Ransomware
 Email Attachments
e Phishing Emails

e Social Engineering
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Latest Threats

e Password Reuse
* One password — many sites!

 Hacker only needs 1 password to gain access to all of your
site logins.

e Use different passwords — but try creating a game out of it!
 Makes it easier to remember.
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Latest Threats

e Ransomware

 VVirus program that once installed will encrypt all files on
the computer and lock the user out of their computers.

e Rebooting won’t help

* Leaves option of either formatting computer and losing all
data or paying the ransom (could be hundreds or
thousands)

* Mac computers not immune to this.
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Latest Threats

C [ filey//C:/Users/User/Documents/_DECRYPT_INFO_maecx.html

Your personal files are encrypted.

11:57:29

Your documents, photos, databases and other important files have been encrypted with
strongest encryption and unique key, generated for this computer. Private decryption
key is stored on a secret Internet server and nobody can decrypt your files until you
pay and obtain the private key. The server will eliminate the key after a time period
specified in this window.

e Ransomware

Crypto |DC|‘EI' 2 o Open htip:/ /bs7aygotd2rnjl4o.onion.link or
. d2rnjl4o.torston g
hitt rnjl
1 in your browser. They are public
Payment for private key ¥ i
If you have problems with gates, use direct connection:
1) Download TOR Browser from htip:/ /torproject.org
2) In the Tor Browser open the
{Note that this server is available via Tor Browser only. Retry in 1 hour if site is not
reachable).

Info

e only accept Bitcoin as payment soludion for private key. To
obtain' K, you have Io pay 0.5 BEC. Write in the following public key in the input from on server:
Send 0.5 bitcoins to:

148m2eWmEjAiZb5TO1CNZAYSYVIZOBI pJJ $125 WITHIN 24 HOURS. $199 AFTER 24 HOURS

For more info about bitcoin visit hito: foitcoin orglend ; ’
Email: supportfile@yandex.com
The same information is on your desktop called
Payment_Instructions
Ransom Id: 6754844
BTC Address: 1HxkJ3vz2tvpcHgdt9yyY4XivdY9jKkcZH
IF YOU LOOSE THIS INFO YOU WILL NOT BE ABLE TO CONTACT US

Once you done the payment, it willtake some time, till we validate it
and release the private key. Click on 'Validate payment >>'to
verify your payment and decrypt your files,

Your files will be lost

Your computer files have been crypted and moved to a hidden
without payment on:

encrypted partition on your computer
Without the decryption password you will not get them back.
No matter what you do the files will not re-appear and be
decrypted until you pay

11/24/2013 3:16:34 PM

Once payment is received you will get the decryption password
and simple instructions to restore all your files and computer
to normal instantly. Email us if you need assistance or have paid.

Email: supportfile@yandex.com

DO NOT LOOSE THE CONTACT INFO
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Latest Threats

e Ransomware

Your Data

—
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Latest Threats

 Email Attachments
e Viruses are now being transmitted through email.
* Some may contain ransomware.

* Emails sent out with “invoices” or “photos” that seem like
legit business emails.

* Delete right away — do not open attachments.
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F_f@_ Reply ff;g Reply All ﬁ_, Farward

Thu 5/19/2076 &:19 AM

Teresa Guerrero <GuerreroTeresa46@callmyroofer.col

Thank you!
To  info@neuroteli.com .
Message info_order_ 470CTD3F.zip (6 KB)

Hello info,

Please find enclosed invoice no. 463275

Thank you for your order.
We look forward to doing business with you again.

Regards,
Teresa GuUerrero
SAP SE

Teresa Guerrero Mo [tems A
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Latest Threats

* Phishing Emails
* Emails pretending to be from legitimate institutions such
as the bank asking you to log in and update your info.
* Provide you with a link to click on.
e Do not click on link.

* If you have to — type in web address yourself into new
orowser window or call the institution.
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Late

st Threats

* Phishing Emails

= v Subjech PayPel Secanty Updafes
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PayPal

PayPal

Irformation Beganding Your aocaunt:
Dear PayPal Member:

Arteation! Vour PayPal account has beem Faaicd?

As part of Sur SO0ty EEUNeS, wo fhgidany SCreen amnaTy
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AdWords
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Latest Threats

* Phishing Emails

@ Mozilla Firefox Start Page > =

http:,-’,r".wm.rbc.nnline.zmall.cnmflngiﬂ‘

versus

B RBCRoyalBank-Signint.. x 4

L W & | hitps:/fwww.royalbank.com/cgi-bin/rbaccess/rbunxcgi%3F

3. | RBC Royal Bank®
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Latest Threats

e Social Engineering

e Impersonating CEQ’s.

e Hackers have stole $2.3b from over 17,000 businesses since
2013 just by hacking a CEO’s email account and requesting a
wire transfer of funds to their subordinates.

* Done by researching your Social Media feeds
 Limit what you share online.

e http://www.reuters.com/article/cyber-fraud-email-idUSL2N17B0I2
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Latest Threats

e Other threats.
* Hacking wireless routers.
* \Wireless denial of service attacks.
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What Can You Do?

 DTA — Don’t trust anything!

 Don’t open email attachments from email addresses
you don’t recognize.

* Don’t click on links you don’t recognize.

* When entering personal info online, question personal
things like birthdays (make one up if you need to).

e Stop reusing passwords or using simple passwords!

http://www.neurotelli.com Jjawaad@neurotelli.com



What Can You Do?

* Businesses
e Do you really need all that data?

e Educate and empower your employees.

e Get a Data Security Plan!
* Hire an security specialist!

http://www.neurotelli.com
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What Can You Do?

e Like a fire escape plan, every company needs a data
security plan.

e |t will mitigate damage and fall out from a breach.
* |gnoring the problem will make things worse.
e A data security consultant can help you with this.
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Data Security Plan

e A data security plan consists of the following
categories:
e |dentify
* Protect
* Detect
e Respond
* Recover
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Hire an Security Specialist

e Security specialists will:
* Have your best interests in mind.
e Find security holes before the bad guys do.

e Will focus on your security while you focus on your
business.
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Thank You!

e Jawaad Sheikh
e Jawaad@Neurotelli.com
e Security tips: http://www.tech-fu.com

* Leave your email to enrol in my free email course on
staying safe.
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