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IRS Imposter Scams 

about... 

Here's how they work: 

You get a call from someone who says she's from the IRS. She says that you 

owe back taxes. She threatens to sue you, arrest or deport you, or revoke 

your license if you don't pay right away. She tells you to put money on a 

prepaid debit card and give her the card numbers. 

The caller may know some of your Social Security number. And your caller ID 

might show a Washington, DC area code. But is it really the IRS calling? 

No. The real IRS won't ask you to pay with prepaid debit cards or wire 

transfers. They also won't ask for a credit card over the phone. And when the 

IRS first contacts you about unpaid taxes, they do it by mail, not by phone. 

And caller IDs can be faked. 

Here's what you can do7 

1. Stop. Don't wire money or pay with a prepaid debit card. Once you 

send it, the money is gone. If you have tax questions, go to irs.gov  or 

call the IRS at 800-829-1040. 

2. Pass this information on to a friend. You may not have gotten one of 

these calls, but the chances are you know someone who has. 



Online Dating Scams 

Here's how they work: 

You meet someone special on a dating website. Soon he wants to move off 

the dating site to email or phone calls. He tells you he loves you, but he lives 

far away — maybe for business, or because he's in the military. 

Then he asks for money. He might say it's for a plane ticket to visit you. Or 

emergency surgery. Or something else urgent. 

Scammers, both male and female, make fake dating profiles, sometimes 

using photos of other people — even stolen pictures of real military 

personnel. They build relationships — some even fake wedding plans —

before they disappear with your money. 

Here's what you can do: 

1. Stop. Don't send money. Never wire money, put money on a prepaid 

debit card, or send cash to an online love interest. You won't get it 

back. 

2. Pass this information on to a friend. You may not have gotten one of 

these calls, but chances are you know someone who will get one — if 

they haven't already. 



Tech Support Scams 

about... 

Here's how they work: 

You get a call from someone who says he's a computer technician. He might 

say he's from a well-known company like Microsoft, or maybe your internet 

service provider. He tells you there are viruses or other malware on your 

computer. He says you'll have to give him remote access to your computer 

or buy new software to fix it. 

But is the caller who he says he is? Judging by the complaints to the Federal 

Trade Commission, no. These scammers might want to sell you useless 

services, steal your credit card number, or get access to your computer to 

install malware, which could then let them see everything on your computer. 

Here's what you can do: 

1. Hang up. Never give control of your computer or your credit card 

information to someone who calls you out of the blue. 

2. Pass this information on to a frien You might know these calls are 

fakes, but chances are you know someone who doesn't. 



41. 
HEARD L)  
about... 

Grandkid Scams 

Here's how they work: 

You get a call: "Grandma, I need money for bail." Or money for a medical bill. 

Or some other kind of trouble. The caller says it's urgent — and tells you to 

keep it a secret. 

But is the caller who you think it is? Scammers are good at pretending to be 

someone they're not. They can be convincing: sometimes using information 

from social networking sites, or hacking into your loved one's email account, 

to make it seem more real. And they'll pressure you to send money before 

you have time to think. 

Here's what you can do: 

1.  Stop. Check of out. Look up your grandkid's phone number yourself, or 

call another family member. 

2  Pass tHs onformacUon on to a Mend. You may not have gotten one of 

these calls, but chances are you know someone who will get one — if 

they haven't already. 
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