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Cybersecurity
 Essentials



Technology is Amazing 









https://www.homeaffairs.gov.au/cyber-security-subsite/files/2023-cyber-security-strategy.pdf



https://www.gtlaw.com.au/knowledge/security-critical-infrastructure-act-
soci-reforms-what-your-business-needs-know

Security Legislation Amendment (Critical Infrastructure) Act 2021 (SOCI Bill)



2024 Cybersecurity Predictions_

https://nordvpn.com/blog/cybersec
urity-predictions-for-2024/



Why Small Businesses are a Target_

1. Limited Cybersecurity Resources: Small businesses often lack the budget and resources to invest in robust 
cybersecurity measures, making them an easier target for cybercriminals than larger organisations.

2. Valuable Data: Despite their size, small businesses hold valuable data such as customer information, payment 
details, and proprietary business information that can be lucrative for cybercriminals.

3. Less Awareness and Training: Employees in small businesses may not receive adequate training on 
cybersecurity practices, leading to vulnerabilities such as falling for phishing scams or using weak passwords.

4. Third-Party Vulnerabilities: Small businesses often work with larger companies and can be targeted as a way 
to gain access to more extensive networks and sensitive information through these connections.

5. Underestimating the Threat: Many small business owners believe they are too small to be targeted, leading to 
complacency and insufficient protective measures, which cybercriminals exploit.



https://www.cyber.gov.au/about-us/view-all-content/reports-and-statistics/asd-cyber-threat-report-july-2022-june-2023



What is the number 1 way 
hackers get into 

businesses?







Social Engineering

Social engineering involves the manipulation of 
individuals into performing actions or releasing 
confidential information for the purpose of 
information gathering, fraud, and system access.





Fear

Greed

Curiosity

Helpfulness

Urgency



We all have off days…..

And hackers use this to their advantage





And before you know it…



How to spot
 a Phish_



Trigger Check
A sense of emotion Look for ‘urgency’ in request
An unusual request Confirm request with sender
Context relevant event “Was I expecting this email?”
Poor template or signature block Email reflect normal behaviour?
Unknown sender domain Confirm identity
Poor grammar Be detail oriented
Unusual or obscure link

Hover over links
http:// vs https:// link

Learn how to spot a Phishing Email



Phishing_

Three questions to ask when opening emails:

1. Do I know the sender?

2. What type of language are they using?

3. What are they asking me to do? 

The red flags
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Smishing_



Data Breaches_





Protecting yourself_

Have you become a victim?

https://haveibeenpwned.com



Protecting yourself_

Passwords V’s Passphrase



Password/Passphrase Brute Force 
Attack

Dictionary
Attack

password123 Instantly Instantly

Spaghetti95! 48 hrs

24 hrs 1 hrs

2.5 hrs

30 mins

1 Year 40 days

5paghetti95!

A&d8j+1

I don’t like pineapple on my pizza

2.5 hrs

Why length V’s Complexity?
Protecting yourself_
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1.123456111111
2.123123
3.12345
4.1234567890
5.qwerty
6.123456789
7.picture1
8.password
9.12345678
10.senha

The top 10 most common passwords:



Password Management

Look familiar? 

While this may 
be convenient, it 
is risky. 

If your 
passwords are 
saved in your 
browser, 
anyone using 
your computer 
can access all 
your saved 
passwords. 

In your lives, we 
recommend 
that you use a 
dedicated 
service known 
as a password 
manager. 

Master password (passphrase) – the only password 
you’ll need to remember
We recommend using a passphrase like ‘I don’t like pineapple on my pizza’.

 Unique password
 Unique password
 Unique password
 Unique password  Unique passwords can be generated by 
the password manager

 Unique password  No need to create or remember 
complex passwords

 Unique password  Just set and forget



Multi-factor Authentication_

https://www.infosecurity-magazine.com/news/tech-execs-mfa-prevent-90-of/

“Multi-Factor 
Authentication Can 
Prevent 90% of 
Attacks”



Multi-factor Authentication_

https://edafio.com/blog/why-multi-factor-authentication-mfa-is-a-must/



Multi-factor Authentication_

Multi-factor means using a combination of the following:

https://www.researchgate.net/figure/Multi-factor-authentication_fig2_335709093



Multi-factor Authentication_

Set it up for:

• Social media accounts
• Online banking
• Email accounts & mailboxes– Office 

365
• Online databases
• Accounting Software
• CRM/Customer Database
• Domain name and hosting 

accounts
• Any online platform you save data



Multi-factor Authentication_

https://www.vox.com/recode/22419794/authenticator-apps-and-you-authy-google-authenticator 



Multi-factor Authentication_



Case Studies_



Case Study 1
LinkedIn

• Social Engineering – Convincing email 
pretending to be from event 
organisers

• Phishing – Email with link to click
• Ransomware



• Phishing – Email for credential 
harvesting (Microsoft 365)

• Social Engineering – Convincing the 
buyer they were speaking with the sales 
agent

• Business Email Compromise – Targeting 
companies who deal with large financial 
transactions and trust accounts

Case Study 2
Real Estate Company



Case Study 3
Not for Profit

• Business Email Compromise – CEO 
mailbox compromised while overseas.

• Sent email from CEO to finance team to 
pay urgent invoice of $25K



What to do if you fall victim?_

Actions to take _

Turn off your computer and 
disconnect from Internet/Network

Get professional help

Change all passwords

Inform bank

Run virus scans

Inform authorities



Main takeaways…

Don’t click links or open attachments in emails that look suspicious

Password hygiene is essential – Implement a password manager

Multi-factor Authentication on everything

Backup your important data (Crown Jewels) 

Regular software updates on all devices

Train your team



Technology examples

• Firewall
• Antivirus software
• Spam Filter
• Virtual Private Network 

(VPN)
• Multi-factor 

authentication (MFA)
• Password Manager
• Encryption
• Intrusion Detection 

System (IDS)
• Vulnerability scanners
• Endpoint Protection
• Penetration testing

Process examples

• Finance & HR
• Incident response plan
• Access control
• Security risk assessment
• Security policy and procedu  

documentation
• Change management proce
• Business continuity and 

disaster recovery plan

People examples

• Regular training and 
awareness sessions

• Background checks
• Limit access to sensitive 

information
• Use secure collaboration too
• Monitor user activity
• Create a security culture



Leaving thought…

*Odd’s of a cyber attack*Odd’s of you having a car 
accident

https://www.varonis.com/blog/likelihood-of-a-cyber-attack
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