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CYBER INCIDENT EXCLUSION

This Endorsement Changes the Policy. Please Read It Carefully.

Words and phrases in bold font or quotation marks have special meaning as defined below or in the Form to which this endorsement is attached.

The titles of sections or paragraphs listed below should not be considered for purposes of interpreting the intent of this endorsement. These titles have only been 
inserted for ease of reading.

This endorsement is attached to and modifies commercial property coverage forms and endorsements in the policy, including but not limited to any of the following:

PROPERTY COVERAGE, including but not limited to Building and/or Contents Broad Form, Commercial Building and Contents Named Perils Form, Farm Outbuildings and 
Contents Broad Form and Farm Outbuildings and Contents Named Perils Form, as specified in the Declaration Page(s) for each Location;

BUSINESS INTERRUPTION COVERAGE, including but not limited to Profits, Profits Actual Loss Sustained, Gross Earnings, Gross Rentals, Rental Income and Contingent 
Business Interruption, as specified in the Declaration Page(s) for each Location;

BUILDERS RISK COVERAGE, as specified in the Declaration Page(s) for each Location;

EQUIPMENT BREAKDOWN COVERAGE, as specified in the Declaration Page(s) for each Location;

MISCELLANEOUS OR OTHER PROPERTY COVERAGE, including but not limited to Contractors Equipment Actual Cash Value Form and Farm Equipment Broad Form, as 
specified in the Declaration Page(s);

EXTENSIONS, CLAUSES OR ADDITIONS OF COVERAGE to such a base Property, Business Interruption, Builders Risk, Equipment Breakdown, Miscellaneous Form or other 
form, including exceptions to exclusions.

The following exclusion is added to the EXCLUSIONS Section of the Forms:

1. EXCLUSION

This Form does not insure against loss or damage caused directly or indirectly by a cyber incident.

Such loss or damage is excluded regardless of any other cause or event that contributes concurrently or in any sequence to the loss or damage.

2. EXCEPTIONS AND LIMITATIONS

2.1. Fire or Explosion

If a cyber incident results in fire or explosion, the Insurer will pay for the loss or damage to insured property caused by that resulting fire or explosion.

2.2. Privacy Breach Expense Endorsement

Paragraph 1. does not apply to the Privacy Breach Expense Endorsement when such Endorsement is attached to the policy.

3. VANDALISM AND MALICIOUS ACTS

For purposes of this endorsement, vandalism and malicious acts do not include a cyber incident.

4. DEFINITIONS

For purposes of this endorsement, the following definitions are added to the Definitions Sections:

4.1. Computer System means any computer, hardware, media, electronic or digital data, software, communications or networking system, electronic device (including but 
not limited to smart phones, laptops, tablets, wearable devices), server, cloud or microcontroller including any similar system or any configuration of the aforementioned 
and including any associated input, output, data storage device, networking equipment or back-up facility.

4.2. Cyber Incident means:

4.2.1. Unauthorized access to or use of any computer system;

4.2.2. Malicious code, virus or any other harmful code that is directed at, enacted upon or introduced into any computer system and is designed to access, alter, 
corrupt, damage, delete, destroy, disrupt, encrypt, exploit, use or prevent or restrict access to or the use of any part of any computer system or otherwise 
disrupt its normal functioning or operation; or

4.2.3. Denial of service attack which disrupts, prevents or restricts access to or use of any computer system, or otherwise disrupts its normal functioning or 
operation.

All other terms, conditions and limitations of the policy shall remain unchanged.


